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1 Introduction
This training manual is designed to act as a guide for authorized agency system administrators who operate the System Administration function within the Federal Procurement Data System – Next Generation (FPDS-NG). This manual is used in conjunction with the System Administrator class. In addition to this training manual, further instruction is available via the following online tools:

1) User Guide

2) Help System

3) Computer Based Training (CBT)

1.1 Manual Layout 

This training manual provides how-to guides, exercises, and examples that describe FPDS System Administration functions and processes. As such, the training manual is a valuable resource tool for Agency trainers and other authorized users. System Administrator Class participants are encouraged to use this manual at their respective work locations as a reference and tool for Agency in-house training. Table 1‑1 describes the training manual layout and design. 

Table 1‑1. Training Manual Structure
	Manual Section
	Section Purpose

	Overview 
	Defines and explains the importance of each section. 

	How To 
	Provides answers to frequently asked questions with simple, easy to follow instructions.

	Examples
	Illustrates specific functions to provide understanding for section tasks. 

	Exercises 
	Exercises are used as a tool for class participants to gain hands-on experience. The course exercises are discussed in class to measure and reinforce the participant’s comprehension.

	Review
	Summarizes topics that allow participants to work independently and provides feedback that is used as a performance measurement for training.


2 Common System Features 

2.1 Login Screen 

Agency system administrators create user IDs and passwords for their respective agency. FPDS-NG users are provided access to Awards, IDV, System Administration, and Report features associated with the system privileges and user types assigned. The user accesses an initial login screen and enters a user ID and password.

2.2 Initial Login Screen

The Login screen, shown in Figure 2‑1is the initial screen provided for FPDS-NG users. To log into FPDS-NG, the user enters their user ID, password, and then selects[image: image2.png]


. A successful login opens the Navigation screen shown in Figure 2‑4.
Figure 2‑1. General Login Screen.
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2.3 Incorrect Logins 

If the user enters an incorrect password, the FPDS-NG Login screen allows the user three attempts to enter the correct password. 

2.4 Forgotten Password

If the user has forgotten his/her password, it can be recovered by following the [image: image4.png]ZAFPDS Log
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 link. This displays the screen shown in Figure 2‑2. The user enters his/her user ID, and then selects[image: image5.png]\G Forgot Password - Microsoft Internet Explorer

| Fie E vew ravortss ook b

| ek~ || acdess [ ol o qovi5ystemicminzaionfispUserContole spTactonsor

[ FPDS-NG

Please Provide your User Hame to Identify.
Your new Passward will be sent to your Email Account,

User n:

Submit

Eioone [ [ B Losainmant
Sstart|| ) @ 3 [ || B rranng Mencal | B1Fp0s._sv5_somin_iraL.. [[ZTrP0s-NG Forgot Passwn. BHB 1210




. Once the user ID has been submitted, the Forgotten Password feature will email the user a new login password.

Figure 2‑2.  Forgotten Password Notification Screen
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2.5 Expired Login Session

After a period of inactivity, approximately 30 minutes, FPDS-NG will automatically end the user’s session. If the user needs to restart the session, a second login screen is provided. This is the Expired Login screen and is illustrated in Figure 2‑3. The user must re-enter his/her user name and password, and then select[image: image7.png]


. On a successful login, FPDS-NG opens to the Navigation screen. See Figure 2‑4.
Figure 2‑3.  Expired Login Screen
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2.6 Navigation Screen

The FPDS-NG Navigation screen shown in Figure 2‑4 is organized in five sections: Awards, Basic IDVs, Transactions/Modifications, System Administration, and Reports. Each section contains a list of tasks related to the section. Each task links to a specific Web-based form on which users enter and submit data. 

Figure 2‑4.  Navigation Screen
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2.7 Web Form Toolbar

Search functions are available throughout the System Administration section in FPDS-NG. These functions are used to access users, locations, organizations, service classifications, etc. A standard toolbar, similar to the one depicted in Figure 2‑5, is available for each Web form. For example, the toolbar displayed below is located at the top of the Users screen. 

Figure 2‑5.  User Management Standard Toolbar
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The toolbar shown in Figure 2‑6 is located at the bottom of Locations, Organizations, and Service Classifications maintenance screens. 

Figure 2‑6.  Standard Toolbar for Maintenance Screens
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2.8 Search Function 

One feature common to most Web forms in FPDS-NG is the Search function. For example, to search for users in the Web forms, select [image: image12.png]©0.09. 1398
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 located on the standard toolbar shown in Figure 2‑5. The Search function is available for all System Administration tasks.

1) Using the Search Function to Find a User

1) From the Navigation screen, under System Administration, select [image: image13.png]


.

2) Select [image: image14.png]©0.09. 1398
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 located at the top of the User Management screen on the standard toolbar.

3) The User Selection screen is displayed, as shown in Figure 2‑7. 

4) Select [image: image15.jpg]s
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 on the bottom right corner of the screen. The fields are now blank.

5) In the User ID field, located in the lower left corner of the screen, type in a user ID

Enter T% to find all User ID’s beginning with the letter T.

6) Select [image: image16.png]©0.09. 1398
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 located in the lower right corner of the screen.

Figure 2‑7.  User Selection Screen
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7) Information based on the search criteria provides a list of user IDs which are displayed in the User Selection screen, shown in Figure 2‑8.

Figure 2‑8.  User Selection Defined
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8) To obtain a user associated with the search criteria, select the Radio Button[image: image19.png]


located in the Select column shown in Figure 2‑8.  

9) After selecting the user, click [image: image20.png]


 located in the right top corner, to open the User Selection information.

Information based on the search criteria is displayed in the User Selection screen, shown in Figure 2‑9 on the following page.

Figure 2‑9. User Selection Defined
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2.9 Searching for a Disabled User

Users that are disabled in the system are not displayed in the search results without using the end date field on the search screen.

1) To search for disabled users in the user selection list, a date must be entered (dd/mm/yyyy) in the end date field. The date has to be at least one day prior to the date the user was entered in FPDS-NG.

· The date the user was created in FPDS-NG is reflected on the User Maintenance screen in the Start Date field.

· Example: If the user was created in FPDS-NG on January 1, 2004 but is disabled in the system, type in a date of December 31, 2003 in the end date field. If you are unsure when the user was created but you know it was before January 1, 2004 any prior date (i.e. 10/01/2003, or 12/10/2003) will show a list of enabled and disabled users for your agency matching the search criteria.

Note: Fewer search criteria will produce more results, however, to search the list of users without using a criteria selection, leave all fields blank in the search area shown at the bottom of Figure 2‑8, then select[image: image22.png]©0.09. 1398
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. When the matching criteria fields are empty, the generated list contains a larger selection of users.

Note: Due to the volume of data in FPDS-NG, the selection results are limited to a portion of the data available, such as the first 200 records. It is recommended that you always enter search criteria to narrow the selection when possible.

2.10 Advanced Search 

The Advanced Search feature allows you to do complex searches for an award or IDV by using several criteria. When performing an advanced search, a PIID number (Procurement Instrument IDentifier) can be used. The PIID number is a unique number (in most cases the Contract Number) given to the document and can be found on the Advanced Search screen illustrated in Figure 2‑10.
Figure 2‑10.  Advanced Search Screen
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2.10.1 Advanced Search Procedure
1) To use Advanced Search, you must enter information in at least one or more of the following fields according to the search rules defined below.
Note: If you do not enter information into at least one of these fields an error message will display. If you use a wildcard, for Agy ID, PIID, or Prepared By (User ID), you will still need to enter the minimum number of characters for the respective fields according to the rules below. 

2) Agy ID - You must enter at least 2 digits in this field. The maximum length of this field is 4 characters. You may use the [image: image24.png]


to see a pick list.
3) PIID - You must enter at least 5 characters in this field. The maximum length of this field is 35 characters.
4) Prepared By (User ID) - There is no minimum constraint on this field. The maximum length of this field is 28 characters.
5) Vendor Name - You must enter at least 3 characters in this field. The maximum length of this field is 80 characters.
6) In the remaining fields, you may enter other information to customize your search. For most fields, you may use a % as a wildcard. You may use the [image: image25.png]


to see a pick list.
7) Enter the Contracting Office ID.
8) Enter the Contracting Office Name.
9) Enter the NAICS Code.
10) Enter the Funding Agency ID.
11) Enter the Funding Office ID.
12) Select Final for the status.
13) Enter the Action Obligation Range in dollar amounts.
14) You may also enter the Base and All Options Value Range in dollar amounts.
15) Enter the Signed Date Range in mm/dd/yyyy format.
16) Enter the Last Modified Date Range in mm/dd/yyyy format.
17) Click [image: image26.png]


.  A list of documents will display.
18) Click the document you want to open.
Figure 2‑11. Contract Search Results
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Note: The PIID Number format must be uppercase, alphanumeric with no embedded spaces or special characters.  FPDS-NG will convert lowercase letters to uppercase, remove leading or trailing blank spaces, and remove any non-alphanumeric characters prior to validation.

Note: The Contract Action type is a single character representing the award type. 
2.10.2 Migrated Documents

1) To find a migrated document, click the [image: image28.png]Advanced Search



 on the main navigation screen.  The Advanced Search screen will be displayed.

2) For migrated IDVs, the PIID is the same as the original contract number. Enter the contract number in the PIID field.
3) For migrated Awards, enter the PIID as a combination of the following: 

· Contracting Office Code - This code must be 5 characters long. Add as many leading zeroes as needed.

· Action Date - This date is in the format YYYYMM.

· Contract Action Type - This is a single character (A, B, C, D) that represents the award type (A - BPA CAll, B - Purchase Order, C - Delivery/Task Order, D - Standalone Contract).

· Order Number (if it exists), and 

· Contract Number.

4) Click [image: image29.png]


.  A list of documents will display
.
Figure 2‑12. Migrated PIID Search Results
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5) Click the document you want to open.

Example: To find a Delivery Order created in October 1995 based on the following criteria:

· Agency - U.S. Coast Guard

· Contracting Office – 23

· Order Number - DTCG2394FTACX01

· Contract Number - DTCG2391DTTMB12

The PIID would be calculated by the following:

· 00023 (Contracting Office ID with leading zeroes)

· + 199510 (Action Date in YYYYMM format)

· + C (Contract Action Type - Delivery Order)

· + DTCG2394FTACX01 (Order Number)

· + DTCG2391DTTMB12 (Contract Number)

The resulting PIID would be 00023199510CDTCG2394FTACX01DTCG2391DTTMB12. If you wish, you may enter the entire PIID or a portion of the PIID with a trailing wildcard to find the document as well.
2.11 Exercise: Login Screen 

2.11.1 Log into FPDS-NG

The Login screen shown in Figure 2‑13 is used to sign in to FPDS-NG. To begin the course exercises, follow the steps below and log in to FPDS-NG.

1) To open FPDS-NG go to the URL provided by the instructor and enter the following information to display the Navigation screen.

2) Login: Enter the user ID provided on the label on the inside front cover of your manual.

3) Password: Enter the password provided on the label on the inside front cover of your manual.

4) Select [image: image31.png]


 to display the Navigation screen in FPDS-NG.
Figure 2‑13.  FPDS-NG Login Screen
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3 System Administration
[image: image1.png]Global Computer Enterprises Inc.



System Administration is accessed via the Navigation screen of the FPDS system shown in Figure 3‑1. The System Administration module allows the Agency System Administrator to add and modify system user accounts and data submission. System Administration is divided into the following four administrative tasks. 

4) Users

5) Locations

6) Organizations

7) Service Classifications

Figure 3‑1. FPDS Navigation Screen
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4 Organizations 

[image: image209.png]


The Organizations task allows System Administrators to create and organize information associated with the Agency and its user profiles. 

4.1 Organization 

The existing hierarchy in FPDS-NG is as follows: Department → Agency → Contracting Office. In the existing hierarchy, a contracting office may be assigned a Region which does not fall into the hierarchy.

The DoD hierarchy includes a command structure which consists of major commands and sub commands. Contracting Offices are assigned the command structure. Currently, the number of levels is seven, but the system must be able to assign any number of levels to a Contracting Office. For example, a particular contracting office may have only three levels while another contracting office may have up to seven levels.

The hierarchy is as follows:

Department → Agency → MACOM → SUB COM 1 → SUB COM 2 → SUB COM 3 → Contracting Office
The Organization Function is used to create /update new organizations or move an organization from one parent to another

 DoD offices are created when an update from FEDREG is sent to FPDS-NG with new office information. 

4.1.1 Accessing Organization

From the Home screen:

1. Select Organization

When you select “Organization” from the Home screen, a screen similar to the following, labeled Organization Hierarchy, will display. 
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The user’s Organization Name and Code will default to the Organization data fields.

The hierarchy tree displayed shows all the children of the user’s organization. A user can perform operations on his/her current organization or an organization in its sub tree.
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4.2 Creating a New Organization, MACOM, or SUBCOM
1. Select the Agency that the new Organization will belong to from the Organization Hierarchy.
2. Select [image: image36.png]
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The Parent Organization fields on the right will auto-populate.

3. Enter variable data (Mandatory fields are in orange on the screen.)

· Organization Code

· Organization Name

· Start Date

4. Click [image: image38.png]


.

The new organization is listed in the Hierarchy
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4.3 Searching the Database

The user can search the database using the following criteria:

· Active Organizations only by clicking on the check box.

· Active and inactive organizations by de-selecting the check box.

1. Enter start date to include in search      

2. Enter end date to include in search

3. Click [image: image40.png]


.

Only those organizations that fall into the search parameters will be displayed.

4.4 Moving Commands and Sub-commands
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1. Click Command or Sub-command to be moved.
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2. Click [image: image43.bmp] 
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3. Click [image: image45.png]Clear
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When the screen is cleared, you may enter the organization code in the Organization Code field and then click on Search. If you do not know the organization code of the organization, you may leave the fields blank and click on Search. The organizations that are eligible to be moved to are then displayed.
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4. Click [image: image48.png]
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The new Parent Organization Code & Name are displayed in the fields.

5. Click [image: image50.png]



A Warning Dialogue box is displayed:
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6. Click [image: image52.png]


 to accept.
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The Major Command now appears under the new Agency.

4.5 Accessing Functional Dimension
Contracting Offices may be assigned functional dimensions. Up to three levels of functional dimension can be assigned to a Contracting Office. The system may not differentiate among the levels in functional dimensions. The set of functional dimensions may differ for each agency. Functional Dimensions can be assigned at generic level (across all agencies for the department) or at agency level (for a particular agency for that department). For Example: Region can be thought of a generic level functional dimension for General Services Administration (GSA). 

When you select Functional Dimension from the Home screen, a screen similar to the following will display.
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4.6 Searching the Database

The Agency ID of the user will default to the Agency ID field.

1. Enter the search criteria using the pull-down menu. The more specific the search criteria entered, the more specific the data returned.

· Functional Dimension
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· Status
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2. Click [image: image57.png]


.

3. From the pick list, click the radio button on the left to make your selection.

Available values that meet the search criteria will be returned. 
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4.7 Creating New Entries

Click [image: image59.png]


.

The Functional Dimension data screen will be displayed.
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Enter the appropriate data; entries in orange on the screen are mandatory.

· Agency ID

· This field is auto-populated with the agency ID of the user from the logged-in user’s profile. 
· Using the lookup [image: image61.bmp] button will allow the user to select another agency.
· The agency has to be under the logged-in user's agency hierarchy

· Functional Dimension Name

· Pull-down menu

· Functional Dimension Value

· Maximum Length = 10 Chars

· Characters Allowed = Alpha, numeric, space, $, &, _, -

· Description

· Length Max = 100 Chars
· Start Date

· Cannot be later than 1 year from date of creation.

· Cannot be later than End Date.

· Cannot be earlier than Oct. 01.1978

· End Date

· Cannot be later than 1 year from date of creation

· Cannot be earlier than Start Date.

· Can be left blank

1. Enter the desired values

2. Click [image: image62.png]


.

Action confirmation will be displayed.
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3. Select [image: image64.png]


.

The confirmation screen will be displayed.
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If you have saved your data on the previous screen, click [image: image66.png]


 

The following Functional Dimension home screen will be displayed:
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The new entry will be displayed.

When creating or editing a Functional Dimension, there should be no overlap of values. For example, you can create a second Functional Dimension of the same name as an existing Functional Dimension, but the dates of existence may not overlap.

4.7.1 Editing Existing Entries

1. Select the radio button of the desired entry. The first entry returned is defaulted.

2. Click [image: image68.png]


.

The Functional Dimension data screen will be displayed.
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4. Edit the desired value

5. Click[image: image70.png]


.

Action confirmation will be displayed.

4.8 Funding and Contracting Offices

The Government Office screen, shown in Figure 4‑1, is used to create Funding and Contracting Offices. The Funding Office is used to track contract awards for offices that are not established as a Contracting Office. Funding Offices are referenced in the Award document section in FPDS-NG as the Funding Office. 
The Contracting Office allows the System Administrator to designate Agency Contracting Office profiles to track contract awards reported in FPDS-NG. These reported contracts are entered in the Award or IDV section in FPDS-NG. The Maintenance screen is used to update Government Offices. 

Figure 4‑1.  Contracting Office Screen (DOD Users)
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Figure 4‑2.  Funding or Contracting Office Screen (DoD Users)

[image: image72.png]‘Advanced Se

7 Log Off

1700 ") Agency llame:
12170 Office lame:'

Region Code: Strect Address
Parent Organization Code: MARCOR SYSCOM [+ Street Addressz:
Function 1: NORTH ) StreetAddressy:
Function 2: LOGISTICS B o'

Function 3: [ State Code:
Funding Office Start Date (wmiddyyyyy’ 0913012003 Zip Code”

Funding Office End Date (mddiyyy): Country Code:"

DEPT OF THE NAVY
NAVAL SUPPLY CENTER
(ORIGINALLY BLANK)

PEARL HARBOR
HI

98782

UsA

s Contracting Office: w Country tlame:  UNITED STATES
Contracting Office Start Date (mmiddyyy: 0913072003
Contracting Office End Date @mmdayyyy). 0913012008
Created By: DODMIGRATOR
Created Dat 0713011996 10:27:40
Last Modified By: JLOBATO
Last Modiied Date: 0110472007 1221114
Sve ) Sy Ghow ) € e ) Crep





4.8.1 How to Find, and Modify a Government Office

Find a Government Office

1. From the FPDS-NG home page, select[image: image73.png][ Funding &
Contracting Offices



 under the System Administration section.

This will open the Government Office Selection Screen shown below:
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2. In the Office ID field, located at the bottom of the screen, type the Office ID 12170.
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 located in the lower right corner of the screen.

4. The search criteria information generates the Government Office information in the Government Office Selection Screen on the next page.
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5. OR - To select a Government Office, click the Radio Button [image: image77.png]


located in the Select field.  
6. Click [image: image78.png]


 located in the upper right corner, to open the Government Office selection information.
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6.  Click [image: image80.png]



4.9 Enable a Government Office

1. From the FPDS-NG home page, select[image: image81.png][ Funding &
Contracting Offices



 under the System Administration section.

This will open the Government Office Selection Screen shown below:
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2. In the Office Name field, located at the bottom of the screen, type an Office Name. 
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 located in the lower right corner of the screen.

4. The search criteria information generates the Government Office information in the Government Office Selection Screen on the next page.
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5. Click [image: image85.png]


 located in the upper right corner, to open the Government Office selection information.
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6. Enter a date in the Contracting Office End Date field.

7. Select [image: image87.png]


 to save the changes for the Government Office account.

4.10 Creating a Contracting Office from a Funding Office
The Government Office function allows changing a funding office into a contracting office and associating start and end dates to the newly-named contracting office thereby making it active for a given time period. 

The screen also allows associating parent organization codes and functional dimensions with the contracting office. 

The ‘SaveAsNew’ functionality allows the user to create a future active contracting office. 

The parent organization code is defaulted to the agency code of the funding office. 

Functional Dimensions are optional and up to three functional dimensions can be associated with a contracting office. 
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 The following table shows which search criteria fields are searchable by DoD users and which ones are searchable by civilian users.

	Function
	DoD
	Civilian

	Parent Organization Code
	Yes
	No

	Functional Dimension Name
	Yes
	No

	Functional Dimension Value
	Yes
	No

	Contracting Offices Only
	Yes
	No

	Office ID
	Yes
	Yes

	Agency ID
	Yes
	Yes

	Agency Name
	Yes
	Yes

	Office Name
	Yes
	Yes

	City
	Yes
	Yes

	State
	Yes
	Yes

	ZIP Code
	Yes
	Yes

	
	Yes
	Yes


Once you have refined your search criteria and performed your search,
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 you may select the desired office using the radio button on the left of the screen. Then select edit [image: image90.png]


.

The edit screen will be displayed.
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Select Is Contracting Office checkbox

Enter a Contracting Office Start Date (must be within the range of the Funding Office Dates)

Select [image: image92.png]



The Government Office function allows changing a funding office into a contracting office and associating start and end dates to the newly-named contracting office thereby making it active for a given time period. 

The screen also allows associating parent organization codes and functional dimensions with the contracting office. 

The ‘SaveAsNew’ functionality allows the user to create a future active contracting office. 
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The parent organization code is defaulted to the agency code of the funding office. 

Functional Dimensions are optional and up to three functional dimensions can be associated with a contracting office.

If the funding office is already a Contracting Office, the Is Contracting Office check box will be checked. If it is not checked, place a check mark in the box to the right of Is Contracting Office, (if you want to set the office as a contracting office)

The user may designate up to three Functional Dimensions using the [image: image94.bmp] button to the right of the Functional Dimension fields.

Designate the effective date that the Funding Office is to become a Contracting Office (As per FPDS design, for DoD, an office can be funding or both funding or contracting. It can not be only contracting) and if applicable, designate the end date. A Contracting Office effective period may be open-ended.

Complete all mandatory information indicated by orange print.

If the effective date is same as system date or prior to system date[image: image95.png]


.

If the effective date is in another time period, select[image: image96.png]Save ASNew)



.

4.11 Viewing the Organizational Hierarchy

To view the current Hierarchy, including where the contracting office is attached, select[image: image97.png]


. This will display the current organization’s hierarchy.
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4.12 Exercises to Create and Move an Organization Code

Create an Organization Code
1.  From the Navigation Screen under System Administration, select Organization
· From the Organization Hierarchy select the Organization code you want the new code to go under

· Example:  ONR
· Click on [image: image99.png]


 
2. Enter the information for the new code

· Enter the new organization code 

· Example: ABCD
· Enter the new organization name

· Example: ABCDnew
3. Enter the Start Date

· Example: enter today’s date

4. Select [image: image100.png]Save




5. Select [image: image101.png]



Move an Organization Code
1.  From the Navigation Screen under System Administration, select Organization

From the Organization Hierarchy select the Organization code you want to move
· Example: NEWORG

2. Select the Parent Organization Code Lookup [image: image102.bmp]
3. Select  [image: image103.png]Clear



 to remove the information 
4. In the Organization Code field at the bottom of the screen enter the Organization Code where you want to move the existing code to
Enter the organization code

· Example: AAAA

5. Select [image: image104.png]



6. Select  the organization code [image: image105.png]


 

7. Select [image: image106.png]



8. Select [image: image107.png]


 to confirm the move

9. Select AAAA and you will see that NEWORG has been moved under it

10. Select [image: image108.png]



4.13 Exercise to Create a Contracting Office from a Funding Office

1.  From the Navigation Screen under System Administration, select Funding and Contracting Offices
2. Enter an Office ID
· Example: Z
3. Select  [image: image109.png]



4. Use the scroll bar to scroll over to Is Contracting Office field select one with the value as “false”

5. Select [image: image110.png]



6. Enter the new information in the Government Office screen
· Enter Contracting Start and End Dates

· Check the Is Contracting Office box

· Enter address information

7. Select the Parent Organization Code Lookup [image: image111.bmp]
8. Select a new organization code and select [image: image112.png]



9. Select [image: image113.png]Save As New)




10. Select [image: image114.png]


 to confirm

11. Select [image: image115.png]



5 User Management

[image: image210.png]


The User Management screen shown in Figure 5‑1, allows the Agency System Administrator to create, update, and enable/disable Agency Users. Agency System Administrators have the ability to read/write to their respective Agency User’s Profiles, and assign User Privileges. 

Figure 5‑1. User Management Screen
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5.1 General Functions: User Types

Users are defined in three categories as shown in Table 5‑1. Agency System Administrators create, control, and monitor their respective Agency Users Accounts. Government Agency Users are created as a Gov User Type. All other User Types are created, controlled, and monitored through the FPDS-NG System Administrator.  

Table 5‑1. User Types Descriptions

	User Types
	Definition
	Security Access

	Sys User 
	System User Interface
	Establishes a link between contract writing systems and FPDS-NG. Controlled by the FPDS-NG System Administrator.

	Gov User 
	Agency personnel 
	Rights limited to user functions only, controlled by the Agency System Administrator.

	Public User
	All non-agency users
	Reporting features only, controlled by the FPDS-NG System Administrator.


5.1.1 How to Find, Add, and Modify User Accounts  
5.1.1.1 Find a User

1. From the Navigation screen, under System Administration, select [image: image117.png]


.
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2. Select [image: image119.png]©0.09. 1398
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 located in the toolbar at the top of the User Management screen.

3. FPDS displays the User Selection screen. 

4. In the User ID field, enter the name of the user you wish to locate, and then click [image: image120.png]©0.09. 1398
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.

5. A list of users is displayed based on the search criteria you entered.
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6. To select the user from the list, click the Radio Button [image: image122.png]


located in the Select field.  

7. Select [image: image123.png]


 to open the user selection information.
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5.1.1.2 Add a Government User 

1. From the Navigation screen, under System Administration, select [image: image125.png]


.

2. Click [image: image126.png]


 from the toolbar.

2. Under Select a User Type, Gov User is the default User Type. 

3. FPDS displays a User Information screen that coincides with the User Type selected. In Figure 5‑2, the information screen is for a Government User. 

Figure 5‑2. Government User Type
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4. The Government User profile is used to access, maintain, track, and report contract awards in FPDS-NG. The privileges assigned to a User ID will determine the level of access the user has in FPDS-NG.

5. Enter the User Information in the fields provided.

6. Determine whether the user has the right to login to the web interface by placing a check in the Is Logon User checkbox.

Note: If the Web Portal Access box is not checked [image: image128.png]


, the user will not be able to login to the web interface. This is the default.

7. Enter Personal Information in the fields provided. 

8. Determine whether the user should receive email notifications by placing a check in the Email Notification checkbox. 

Note: If the Receive Email Notification box is not checked [image: image129.png]


, the user will not receive notification on batch transactions or forgotten passwords.  This is the default

9. Enter the appropriate Government User Information in the fields provided. 

10. Select [image: image130.png]


 to save the account.

5.1.1.3 Disable a User

1. From the Navigation screen select [image: image131.png]


.

2. Select [image: image132.png]©0.09. 1398
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 located in the toolbar at the top of the User Management screen.

3. FPDS displays the User Selection screen. 

4. In the User ID field, enter the name of the user you wish to locate, and then select[image: image133.png]©0.09. 1398
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.

5. Select [image: image134.png]


 to open the User Information that will be disabled.

6. Select [image: image135.png]


at the top of the User Management screen.

Note:  The system enters an End Date of today.

7. Select [image: image136.png]


 to save the changes to the account.

8. Select [image: image137.png]



5.1.1.4 Enable a User

1. From the Navigation screen, select [image: image138.png]


.

2. Select [image: image139.png]©0.09. 1398
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 located in the toolbar at the top of the User Management screen.

3. FPDS displays the User Selection screen.

4. In the User ID field, enter the name of the user you wish to locate, and a date prior to when the user was created in the End Date field, then select[image: image140.png]©0.09. 1398
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.

5. Select [image: image141.png]


 to open the User Information that will be enabled.

6. Select [image: image142.png]


 at the top of the User Management screen.
Note:  The system removes the End Date of today.

7. Select [image: image143.png]


 to save the changes to the account.
8. Select [image: image144.png]



5.2 User Privilege Groups
User privilege groups are identified as a hierarchy. For example, in the following list of user groups, users belonging to the Department System Administrator privilege group must also have all privileges of the Agency System Administrator privilege group. 

The following are the user privilege groups that FPDS-NG must incorporate into the system. Note that, user privilege groups, MACOM System Administrator, SUBCOM Level 1 System Administrator, SUBCOM Level 2 System Administrator, and SUBCOM Level 3 System Administrator do not fall into the civilian organizational hierarchy. However, the civilian agencies may choose to include organizational hierarchy in future. The system must be implemented in a generic manner to include this requirement in future. 

FPDS-NG SYSTEM ADMINISTRATOR

FPDS-NG System Administrators are the highest level user groups; they have all privileges.

DEPARTMENT SYSTEM ADMINISTRATOR

Department System Administrators are the highest level user groups in the chain of hierarchy; they can perform all actions for all Agencies and the hierarchy under each Agency under their Department.

AGENCY SYSTEM ADMINISTRATOR

Agency System Administrators are the second highest user groups in the chain of hierarchy; they can perform all actions for all MACOMs and the hierarchy under each MACOM under their Agency.

MACOM SYSTEM ADMINISTRATOR

MACOM System Administrators can perform all actions for all SUBCOMs and the hierarchy under each SUBCOM under their MACOM.

SUBCOM LEVEL 1 SYSTEM ADMINISTRATOR

SUBCOM Level 1 System Administrators can perform all actions for all SUBCOMs and the hierarchy under each SUBCOM under their SUBCOM at Level 1.

CONTRACTING OFFICE SYSTEM ADMINISTRATOR

Contracting Office System Administrators can perform all actions for that Contracting Office.

CONTRACTING OFFICER

Contracting Officer oversees the work of a Contracting Specialist.

CONTRACTING SPECIALIST

Contracting Specialist performs contract reporting.
5.3 User Privileges 

User Privileges are located in the User Management screen. The Available and Assigned User Privileges are shown below in Figure 5‑3. Available Privileges are defined as rights the System Administrator can give the user. Assigned Privileges are defined as rights the user has currently. This section defines User Privileges and provides directions for modifying these privileges.  User privileges determine the actions that a user can perform in the system. The privileges are assigned based on the user privilege group to which the user belongs. Based on the user group’s hierarchy, the user privileges assignment is determined. A user created under a Department System Administrator user privilege group must in addition to obtaining privileges associated with the Department System Administrator user privilege group, and all other user privilege groups under the Department System Administrator. 

Figure 5‑3. Available and Assigned User Privileges Screen
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5.4 Available and Assigned Privileges

The selections in Available and Assigned Privileges are designated for the Contracting Officer or Agency personnel that function in this capacity. These privileges allow modifications of the IDV (Indefinite Delivery Vehicle) and Award documents. 

5.5 Roles and User Privileges
The User privileges located in the system administration section of FPDS-NG provides the levels of privileges that are defined by the roles that are assigned to the User ID.  
5.5.1 How to Assign and Modify User Privileges

5.5.1.1 Assign User Privilege

1. To add User Privileges, on the Navigation screen select [image: image146.png]


.

2. Select [image: image147.png]©0.09. 1398
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 located in the toolbar at the top of the User Management screen.

3. FPDS displays the User Selection screen. 

4. In the User ID field, enter the name of the user you wish to locate, or a letter and the % to produce a listing of users and then select [image: image148.png]©0.09. 1398
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.

5. A list of users is displayed based on the search criteria you entered.

6. To select the user from the list, click the Radio Button [image: image149.png]


located in the Select field.  

7. Select [image: image150.png]


 to open the user selection information that will be modified.

8. To assign or modify the privileges for the selected user, select [image: image151.png]©0.09. 1398
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.

9. Select [image: image152.png](Expand AIl)



 to view all privileges.

10. To add an Available Privilege to the selected user’s Assigned Privileges, select it from the Available Privileges list.  

11. If you select the Role [image: image153.jpg]


, all of the sub-privileges will automatically be copied. All privileges are assigned at the role level. 

12. Select the Object [image: image154.jpg]


, all of these sub-privileges to remove specific privileges.

13. Select the Function[image: image155.jpg]


, only that privilege/ function is removed.
14. Select [image: image156.png]


 the selected privilege is added to the user’s Assigned Privileges list.

15. Select [image: image157.png]


 to save the changes to the user account.

16. Select [image: image158.png]



5.5.1.2 Revoke User Privilege

1. To remove User Privileges, on the Navigation screen select [image: image159.png]


.

2. Select [image: image160.png]©0.09. 1398
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 located in the toolbar at the top of the User Management screen.

3. FPDS displays the User Selection screen. 

4. In the User ID field, enter the name of the user you wish to locate, or a letter and the % to produce a listing of users and then select [image: image161.png]©0.09. 1398
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.

5. A list of users is displayed based on the search criteria you entered.

6. To select the user from the list, click the Radio Button [image: image162.png]


located in the Select field.  

7. Select [image: image163.png]


 to open the user selection information that will be modified.

8. To modify the privileges for the selected user, select [image: image164.png]©0.09. 1398

Bk en | s wehwh e

re— e = R
Mt ettt Comacting Ofice 10”0001 B
Fm e’ (oA fe
J—
Roomti
Sopervor:
i Addeeas:” orick390@comostnet
Recons Ematncsn
e
=
] [ e 7
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9. To remove a privilege from the selected User’s Assigned Privileges, select it from the Current Privileges list.  

10. Select [image: image165.png]" Revoke )
voke:



the selected privilege is removed from the user’s Assigned Privileges list. To remove all privileges select [image: image166.png]


.

11. Select [image: image167.png]


 to save the changes to the user account.

12. Select [image: image168.png]



5.5.2 How to Add On and Revoke Temporary Privileges

To Add On a Privilege
1. To Add On an Available Privilege to the selected user’s Assigned Privileges, select it from the Available Privileges list. 

2. Select [image: image169.png]


 

3. To assign the temporary privilege.

To Revoke the Add On Privilege

1. To remove the Add On Privilege, select it from the Add On box

2. Select [image: image170.png]© Revoke




 

3.  The selected privilege is removed from the user’s Assigned Privileges list.

5.6 Exercise: Users – General Functions

5.6.1 Add a Government User 

This exercise provides instructions for creating a Government User Account. To create the new account you will add yourself. You will need to enter your personal information in each field as directed by the steps listed below.

1. From the Navigation Screen under System Administration, select [image: image171.png]


. 

· To create a new User Account, select [image: image172.png]New



 located on the standard toolbar. 
· Select a User Type: The system defaults to Gov User.  

2. Enter the User Information for the new account. 

· User ID: Enter a User ID using your “first initial and last name” without any spaces. 


Example: EJones
· Password: Enter a password you will remember. The password must have at least 6 characters, is case sensitive, and can be alphanumerical. 

Example: changeME39

· Confirm Password: Re-enter your password for confirmation. 

· Start Date: The Start Date field is populated with today’s date. Leave this date field with the default.

· End Date: Leave this field blank. Entering an End Date will disable the user when the date is current.  

· Is Logon User: This field defaults with a check. Do not change the default setting.


Note: If the Web Portal Access box is not checked[image: image173.png]


, the user will not be able to login to the web interface for FPDS-NG.   

3. Enter Personal Information for the user. 

· First Name/Initial: Enter your “first name or initial” in this field. 

· Middle Name/Initial: Enter your “middle name or initial” in this field. This field is optional.

· Last Name: Enter your “last name or initial” in this field. 

· Phone No: Enter “703-555-5000”.

· Phone Ext: Enter “2532”.

· Fax: Enter “703-555-8700”.

· Email Address: Enter “your email address”. This address is used by FPDS to send FPDS information to the user via email (e.g., batch processing information, forgotten passwords, etc.).

Example: classuser@gce2000.com

· Receive Email Notification: This field defaults with a check. Do not change the default setting.  

Note: If the Receive Email Notification box is not checked[image: image174.png]


, the user will not receive notification on batch transactions or forgotten passwords.  

· Title: Enter “Your Agency Title” in this field. 

Example: Contracting Officer

4. Enter the Government User Information.

· Agency ID: The Agency ID is 1700. 
· Organization ID: click the Lookup Button [image: image175.png]


 to select an existing Organization ID.

· Contracting Office ID: Enter “AAA00” in the Contracting Office ID field, or click the Lookup Button [image: image176.png]


 to select an existing ID.

· Rank ID: Enter “Rank ID” if applicable to you. This field is for Military personnel only. 

· Routing Symbol: Enter “UVF”. This field represents an internal routing system for sending information to offices within an Agency.   
· Room No: “102”.

· After entering the Government User Information and data in all required fields are completed, select[image: image177.png]


 to save the new User Account.

· The User Management Screen displays the message User Successfully created under the toolbar located at the top of the screen. 
· Select [image: image178.png]



5.6.2 Assign User Privileges

This exercise demonstrates how to add, and modify User Privileges. Initially New User Accounts are created without privileges in FPDS. The user you just created in Exercise 5.6.1 will need rights added to the Current Privilege list. Follow the steps below to assign User Privileges for the new User.   
1. To add Privileges for a new or existing user, select [image: image179.png]©0.09. 1398
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 located on the standard toolbar.

· Available Privileges: Select the Contracting Office Administrator from the Available Privileges
· After selecting Contracting Office Administrator select [image: image180.png]Assi




 to add these privileges to the Assigned Privileges list. The User selection is applied to the Assigned User Privileges list. 

· Select [image: image181.png]


 located at the bottom of the screen. The message User Privileges Successfully Updated displays at the top of the screen. 

2.
Follow the steps below to login to FPDS with the new User you created and verify the privileges assigned.

· Select [image: image182.png]~_Close )



 located at the bottom of the screen to return to User Management. 

· Select [image: image183.png]


located at the top right corner of the User Management Screen.

· The Log off Button will take you to the FPDS Login Screen.

· Sign in with the new User ID and Password.
· The system will prompt you to reset your Password

[image: image184.png]i ——
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· FPDS displays the Navigational Screen with the new User Profile.

· You should only have rights for the User’s task in the Awards section of FPDS. The System Administration task will not be available.

· Try to access Contracting Office or Government Office under the Organization task. You will not have privileges for this section of FPDS.

· Log off FPDS to change User Profiles. select [image: image185.png]


 located at the top of the screen.

· Sign back in with the Test User you where assigned at the beginning of class and login to FPDS.

5.6.3 Find a User

This exercise demonstrates how to find existing User Accounts. 
From the Navigation Screen under System Administration, select [image: image186.png]


. 

· Select [image: image187.png]©0.09. 1398
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 located in the toolbar at the top of the User Management Screen. 

· FPDS displays the User Selection Screen.

· Select [image: image188.png]


 to eliminate the information in the User Criteria Fields. 

· Enter the User ID you just created in the first exercise (section 5.6.1 Add a Government User) in the User ID field. 

· Select[image: image189.png]©0.09. 1398
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 located in the lower right corner of the screen.

· If more than one account is displayed in the User Selection field, select the Radio Button [image: image190.png]


 next to the User ID you want to select. 

· Select [image: image191.png]


 to open the User Selection information.

· FPDS displays the User Management Screen with the User information selected.
· Select [image: image192.png]



5.6.4 Disable Users

This exercise demonstrates disabling a User account. A User cannot be deleted in FPDS. To disallow access for a user, you must disable the User profile. 

From the Navigation Screen under System Administration, select [image: image193.png]


. 

· Select [image: image194.png]©0.09. 1398
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 located in the toolbar at the top of the User Management Screen. 

· FPDS displays the User Selection Screen.

· Select [image: image195.png]


 to eliminate the information in the User Criteria Fields.

· In the User ID field, enter the User Name you created in the first exercise (section 5.6.1 Add a Government User) in the User ID field. 

.

· To select the User, select the Radio Button [image: image196.png]


located next to the User ID you want to select.

·  Select [image: image197.png]


 to open the User information.

· Select [image: image198.png]


at the top of the screen.
· The system enters today’s date in the End Date field
· The User Management Screen will display the message Document Successfully Disabled.

· Select [image: image199.png]



· The User Management Screen will display the message User Successfully Updated

· Select [image: image200.png]



5.6.5 Enable Users

1. The User ID you previously added has a disabled user profile status. This exercise demonstrates how to Enable the user’s ability to access FPDS. 

2. From the Navigation Screen under System Administration, select [image: image201.png]


.

· Select [image: image202.png]©0.09. 1398
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 located in the toolbar at the top of the User Management Screen. 

· FPDS displays the User Selection Screen.
· Select [image: image203.png]{Clear )




· In the User ID field, enter the User Name you disabled in the previous exercise, and yesterday’s date (dd/mm/yyyy) in the Start Date field, then select [image: image204.png]©0.09. 1398
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.

· To select the User, select the Radio Button [image: image205.png]


located in the Select field if it is not already selected
· Select  [image: image206.png]


 to open the User information.

· Select [image: image207.png]


at the top of the User Management Screen. The system removes the End Date information,
· The User Management Screen will display the message Document Successfully Enabled.
· Select [image: image208.png]



The User Management Screen will display the message User Successfully Updated.
