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1 Introduction

1.1 Overview

This document describes the enhancements and changes made to the FPDS-NG system for Service Pack 8.3. These changes are included in the software release described below. The Software Problem Report (SPR) tracking number is included for each change.

1.2 Documentation

Changes to documentation required by this service pack include:

· XML Specifications – no changes

· Web Services – no changes

· Data Dictionary – no changes
· Use Case Summary – no changes
· Validation Rules – no changes
· Batch Format – changed to accommodate modifications for CCR and other corrections

· Online Help – no changes 

· Computer-Based Training – no changes
· Report Manual – no changes
1.3 Impact to Users 

The impact to the users is addressed for each change made to the system in section 2.

1.4 Impact to Integrators 

The impact to the integrators is addressed for each change made to the system in section 2.

1.5 FPDS-NG Updates and Notices

All updates and notices are posted to the FPDS-NG Web site at http://www.fpdsng.com/downloads.html.  The most recent updates and anticipated changes are posted at http://www.fpds-ng.com/status.html.
1.6 Help Desk

If you have questions about the FPDS-NG system, please call the FPDS-NG Help Desk at (703) 390-5360 or (866) 490-3737. You may fax us at (703) 390-5365, or visit the FPDS-NG Web site at https://www.fpds.gov.

1.7 Reports

The reports are described in an associated document called FPDS-NG Reports Version 1.1, which is posted to the FPDS-NG Web site. The reports will be released in January. No changes were made for this service pack.

Change Descriptions

The changes made to FPDS-NG for Service Pack 8.3 are described in this section. The summary of the changes is as follows:

· SPRs 2094 through 2115 are security improvements to the production servers and have no impact on the users or the system integrators.

· SPRs 2190 through 2195 and 2166 are changes to the batch format and the processing of batch files. These changes impact batch integrators only.

· SPR 2402 fixes the error message for an existing validation rule. This change corrects the error message for all users. There is no impact on the integrators.

· SPR 2403 adds the validation service for PIDD prefix validation. Prefixes will be validated in Service Pack 9. There is no impact on users or integrators for this service pack. This change is preparation only for the Service Pack 9 release.

The following table includes the changes made in Service Pack 8.3.

	Software Problem Report ID
	Description

	2094
	ST & E deficiency 209 - Server passwords are 8 characters but setting new passwords to 8 characters or more is not enforced by the system on production Business Object servers.

	2095
	ST & E deficiency 250 - Server passwords are 8 characters but setting new passwords to 8 characters or more is not enforced by the system on production application servers.

	2096
	ST & E deficiency 229 - Server passwords are 8 characters but setting new passwords to 8 characters or more is not enforced by the system on production database servers.

	2097
	ST & E deficiency 216 - Configure the servers to lock users out after 5 unsuccessful login attempts on production Business Object servers.

	2098
	ST & E deficiency 237 - Configure the servers to lock users out after 5 unsuccessful login attempts on production database servers.

	2099
	ST & E deficiency 259 - Configure the servers to lock users out after 5 unsuccessful login attempts on production application servers.

	2100
	ST & E deficiency 214 - Enable auditing as required on production Business Object servers.

	2101
	ST & E deficiency 211 - Configure server password policy not to allow common password on production Business Object servers.

	2102
	ST & E deficiency 232 - Configure server password policy not to allow common password on production database servers.

	2103
	ST & E deficiency 252 - Configure server password policy not to allow common password on production application servers.

	2104
	ST & E deficiency 217 - Configure the server password policy to allow users to change their passwords independently of the system or system administrators on production Business Object servers.

	2105
	ST & E deficiency 221 - Configure the server password policy to require user passwords to be changed every 90 days on production Business Object servers.

	2106
	ST & E deficiency 242 - Configure the server password policy to require user passwords to be changed every 90 days on production database servers.

	2107
	ST & E deficiency 263 - Configure the server password policy to require user passwords to be changed every 90 days on production database servers.

	2108
	ST & E deficiency 246 - Configure the Linux.conf to comply with NIST guidelines on production database servers on production application servers.

	2109
	ST & E deficiency 267 - Configure the Linux.conf to comply with NIST guidelines on production application servers.

	2110
	ST & E deficiency 234 - Enable the screen lock feature on all servers on production database servers.

	2111
	ST & E deficiency 236 - Enable the screen lock feature on all servers on production application servers.

	2112
	Section 4.21 Nexxus Vulnerability Scan - Oracle vulnerability susceptible to buffer overflow on production Business Object servers. Upgrade to version 1.3.28 as required on production Business Object servers.

	2113
	Section 4.21 Nexxus Vulnerability Scan - Oracle vulnerability susceptible to buffer overflow on production Business Object servers - Follow instructions in Oracle Security 2003Alert 54 on production Business Object servers.

	2114
	Section 4.21 Nexxus Vulnerability Scan - Possible older version of Open SSH on production application servers - Upgrade to SSH version 3.7.1 on production application servers.

	2115
	Section 4.21 Nexxus Vulnerability Scan - Possible older version of Open SSH on production database servers - Upgrade to SSH version 3.7.1 on production database servers.

	2166
	Add DUNS (9A) to the Award Batch format.

	2190
	Remove Economy Act (7E) from the Award Batch format.

	2191
	Remove Other Statutory Authority (7F) from the Award batch format.

	2192
	Change the name of element 8N to ‘Contract Bundling’ and change the values from Boolean (N/Y) to a character format with values of A/B/C/D in the batch format.

	2193
	Add Number of Employees (13B) and Annual Revenue (13C) to award and IDV Batch formats. Add to Data Dictionary and Use Case summary. No validation rules are necessary.

	2194
	Change element 8D Bundled Requirements to 8N Contract Bundling in the batch format.

	2195
	Remove the Commercial Test Item Program (10J) from the format. It is calculated by the system.

	2402
	When entering an earlier date in the Current Completion Date (2C) than entered in the Effective date (2B), an error message is thrown.  This error message reads "The Current Completion Date must be the same as or prior to the Effective Date."  This message is wrong and should read, "Current Completion Date must be equal to or later than Effective Date."

	2403
	Added a new Web service to get the PIID Prefix for a given agency code.


Table 1.  Service Pack 8.3 Change Descriptions
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